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 Electronic Medical Records (EMRs) are important sources of 
information for healthcare delivery and decision-making. This study 
analyzed EMR quality and security in supporting sustainable 
healthcare decision-making. An evaluative qualitative design 
involved nine informants from medical records, healthcare, and IT 
personnel at two hospitals in Makassar. Data were collected through 
interviews, observations, and document reviews and analyzed 
thematically. EMR quality was assessed through completeness, 
accuracy, consistency, and timeliness, while security covered 
confidentiality, integrity, access control, authentication, and data 
protection. Findings showed improved information access, medical 
history retrieval, and service efficiency. However, incomplete 
documentation reflected user discipline, while workload and system 
disruptions delayed data entry. Accuracy was relatively adequate, 
but consistency across units required improvement. Medical records 
personnel emphasized completeness and consistency, healthcare 
professionals highlighted accessibility and workload-related delays, 
while IT personnel emphasized access control, authentication, 
backup, and recovery. Reliable decision-making therefore depends 
on integrating data quality, user compliance, and information 
security. 
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INTRODUCTION 
Digital transformation in healthcare has accelerated the transition from conventional medical 
records to Electronic Medical Records (EMRs). EMRs serve not only as tools for documenting 
healthcare services but also as important information resources that enable healthcare 
professionals to retrieve patient histories, support continuity of care, and obtain relevant 
information for clinical and managerial decision-making (Demlinur Putri et al., 2023). The effective 
utilization of EMRs is therefore expected to improve healthcare service efficiency by providing 
faster, more accessible, and continuously available patient information (Anggraeni et al., 2022).  

https://creativecommons.org/licenses/by-nc/4.0/
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However, the implementation of an electronic system does not automatically ensure the 
availability of reliable information for healthcare decision-making(Yulisuyanti & Soewito, 2023). 
The usefulness of EMR information is strongly influenced by the quality of data entered and 
maintained within the system. In this study, EMR data quality is evaluated through four 
operational dimensions: completeness, referring to the availability of required patient and 
healthcare information; accuracy, referring to the correspondence between recorded information 
and healthcare services provided; consistency, referring to the alignment of information across 
records and healthcare units; and timeliness, referring to the availability and entry of information 
according to the healthcare service process. Previous studies have indicated that incomplete 
documentation, high workloads, and system disruptions may influence the quality and timely 
availability of electronic health information (Nugroho & Pramudita, 2024). 

Information security is equally important because EMRs contain confidential and sensitive 
patient information that requires continuous protection (Mardiyana et al., 2023). In this study, EMR 
security is examined through confidentiality, integrity, access control, authentication, and data 
protection. These dimensions include restrictions on access to patient information, control over 
data modification, authorization based on user responsibilities, individual user authentication, and 
mechanisms for data protection, backup, and recovery. Effective EMR security therefore depends 
not only on technological safeguards but also on user compliance and appropriate organizational 
practices (Darmiani et al., 2024). 

The conceptual basis of this study is aligned with the DeLone and McLean Information 
Systems Success Model, particularly its emphasis on information quality and the benefits 
generated from the effective use of an information system (Eva et al., 2024). Within the context of 
EMRs, high-quality information is expected to improve the reliability and usefulness of patient 
information for healthcare services and decision-making. This study extends this perspective by 
considering information security as an essential supporting component because healthcare 
information must not only be complete, accurate, consistent, and timely, but also confidential, 
protected from unauthorized modification, and accessible only to authorized users (Nurul et al., 
2022). Thus, the value of EMRs for healthcare decision-making depends on the interaction between 
information quality, information security, and the reliable use of electronic health information. 

In this study, sustainable healthcare decision-making refers to the continuous use of 
reliable, accessible, and protected health information to support healthcare services, continuity of 
care, and efficient decision-making over time. Sustainability is therefore examined through three 
interrelated aspects relevant to EMR utilization: information reliability, reflected in the 
completeness, accuracy, consistency, and timeliness of data; continuity and efficiency of healthcare 
services, reflected in timely access to patient information and medical histories; and long-term 
information protection, reflected in confidentiality, integrity, controlled access, authentication, 
backup, and recovery mechanisms (Nisfu et al., 2023). From this perspective, EMRs contribute to 
sustainable healthcare not merely through digitalization, but by ensuring that reliable and 
protected information remains available to support healthcare delivery and decision-making over 
time. 

Despite the growing body of research on EMRs, an important research gap remains. 
Previous studies have predominantly examined EMR implementation, data quality, information 
security, or healthcare service benefits as separate areas of investigation (Nurhaliza, 2021). 
Consequently, there remains limited understanding of how EMR data quality and information 
security interact in determining the reliability of information used for healthcare decision-making, 
particularly from the combined perspectives of medical records personnel, healthcare 
professionals, and information system/IT personnel. Furthermore, the relationship between these 
two components and sustainable healthcare decision-making has not been sufficiently explored in 
healthcare settings where EMRs are already implemented. 
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This study addresses this gap by integrating EMR data quality and information security 
within a single evaluative framework and examining how their interaction contributes to 
information reliability, healthcare efficiency, continuity of care, and sustainable healthcare 
decision-making. Unlike studies that assess data quality or security independently, this study 
incorporates the experiences and perceptions of three groups directly involved in EMR 
management and utilization: medical records personnel, healthcare professionals, and information 
system/IT personnel. This multi-perspective approach provides a more comprehensive 
understanding of the operational strengths and limitations of EMRs and represents the principal 
contribution of this study. 

Accordingly, this study aims to analyze the quality and security of Electronic Medical 
Records and their role in supporting sustainable healthcare decision-making. To achieve this 
objective, the study addresses the following research questions: (1) How are EMR data quality 
dimensions completeness, accuracy, consistency, and timeliness implemented and experienced by 
EMR users? (2) How are confidentiality, integrity, access control, authentication, and data 
protection implemented in EMR management? (3) What similarities and differences exist in the 
experiences and perceptions of medical records personnel, healthcare professionals, and 
information system/IT personnel regarding EMR quality and security? (4) How do EMR data 
quality and information security contribute to information reliability, healthcare efficiency, 
continuity of care, and sustainable healthcare decision-making?. 

RESEARCH METHOD  
This study employed an evaluative qualitative design to analyze the quality and security of 
Electronic Medical Records (EMRs) and their role in supporting sustainable healthcare decision-
making. The study was conducted at UIT Hospital Makassar and Tk. II Pelamonia Hospital 
Makassar, from July to August 2026, with data collection commencing on July 16, 2026, involving 
healthcare facilities that had implemented EMRs in their healthcare services. The evaluative 
qualitative approach was used to obtain an in-depth understanding of EMR implementation from 
the perspectives of users and system managers, particularly regarding data quality, information 
security, and the utilization of electronic information in healthcare decision-making. 

The informants were selected using purposive sampling based on their involvement, 
experience, and understanding of EMR utilization and management (Eva et al., 2024). A total of 
nine informants participated in the study, consisting of three medical records personnel, four 
healthcare professionals who routinely used EMRs in healthcare delivery, and two information 
system/IT personnel involved in EMR system management. The inclusion criteria were personnel 
who: (1) were directly involved in EMR utilization or management; (2) had experience using or 
managing EMRs at the participating hospitals; (3) understood EMR-related workflows relevant to 
their professional responsibilities; and (4) were willing to participate in the study. Personnel who 
were not directly involved in EMR utilization or management were excluded. The inclusion of 
these three groups was intended to provide complementary perspectives on data management, 
EMR utilization in healthcare services, and information system security (Yulisuyanti & Soewito, 
2023). Data collection continued until data saturation was reached, as indicated by recurring 
information across interviews and the absence of substantially new information relevant to the 
study objectives. 

The study was conducted chronologically through several stages, beginning with a 
literature review and the development of a conceptual framework for evaluating EMR quality and 
security. Research instruments were subsequently developed in the form of a semi-structured 
interview guide, observation sheets, and document review guidelines (Arsyam et al., 2024). After 
coordination with the study sites, eligible informants were selected and data were collected 
through face-to-face, semi-structured in-depth interviews, observations, and document reviews 
(Nurul et al., 2022). The interview guide covered three main domains: (1) EMR data quality, 
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including completeness, accuracy, consistency, and timeliness; (2) EMR information security, 
including confidentiality, integrity, access control, authentication, and data protection; and (3) the 
utilization of EMR information in healthcare services and decision-making. Representative 
questions included: “How do you ensure that required information is completely recorded in the 
EMR?”, “What factors contribute to delays or inconsistencies in EMR documentation?”, “How is 
access to patient information controlled?”, and “How does EMR information support healthcare 
decision-making?” The collected data were then organized according to the study focus and 
analyzed to identify patterns related to EMR quality, information security, and healthcare decision-
making (Nisfu et al., 2023). The overall study procedure followed the sequence: literature review, 
conceptual framework development, instrument development, study site coordination, informant 
selection, data collection, data organization, EMR quality and security analysis, thematic analysis, 
data validation, integration of findings, development of recommendations and a conceptual model. 
This sequence was implemented consistently with the stages established in the research design 
(Adrian et al., 2023). 

The interviews were conducted individually and face-to-face by members of the research 
team, beginning on July 16, 2026. Each interview lasted approximately 15–20 minutes. Probing 
questions were used when necessary to clarify and further explore the informants’ experiences. 
With the informants’ consent, interviews were audio-recorded and subsequently transcribed for 
analysis. The interview transcripts were examined together with observation and document review 
findings to identify recurring experiences, patterns, and differences in perceptions among the three 
informant groups. 

EMR data quality was operationally evaluated based on four dimensions: completeness, 
accuracy, consistency, and timeliness. Completeness refers to the availability of required 
information in the EMR; accuracy represents the correspondence between recorded information 
and the healthcare services provided; consistency refers to the alignment of information across 
records and healthcare units; and timeliness reflects the availability and entry of information 
according to the healthcare service process. Information security was evaluated through five 
dimensions: confidentiality, integrity, access control, authentication, and data protection. The 
evaluation covered restrictions on patient information access, control of data modification and 
correction, authorization according to user responsibilities, individual user authentication, and 
mechanisms for data protection, backup, and recovery. 

Data were analyzed thematically using the Miles and Huberman interactive model, which 
consists of data reduction, data display, and conclusion drawing (Novida, 2025). Data obtained 
from interview transcripts, observations, and document reviews were reduced and categorized 
according to the study objectives and research questions (Adelia & Inge, 2026). Relevant statements 
were assigned initial codes representing recurring issues, experiences, and perceptions. Similar 
codes were then grouped into categories and compared across the three informant groups. The 
information was subsequently grouped into themes related to information accessibility, data 
quality, information security, healthcare efficiency, implementation constraints, and decision-
making. Patterns, similarities, and differences in perceptions among medical records personnel, 
healthcare professionals, and information system/IT personnel were examined during the analysis. 
The relationships among these themes were then interpreted to determine how EMR quality and 
security contribute to information reliability and support healthcare decision-making (Fauzi et al., 
2025). 

The credibility of the findings was strengthened through source triangulation and method 
triangulation by comparing information obtained from different informant groups and data 
collection methods. Specifically, source triangulation compared information from medical records 
personnel, healthcare professionals, and IT personnel, while method triangulation compared 
findings obtained through interviews, direct observations, and document reviews. Member 
checking was also incorporated into the validation process to confirm the interpretation of relevant 
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findings. Relevant interpretations were confirmed with informants to ensure that the findings 
appropriately represented their experiences and perspectives. The validated findings were 
subsequently integrated to establish the relationship between EMR data quality and information 
security, information reliability, healthcare efficiency and continuity of care, and sustainable 
healthcare decision-making. Data saturation, triangulation, and member checking were used 
collectively to strengthen the trustworthiness of the findings. 

Prior to data collection, research permission was obtained from the Investment and One-
Stop Integrated Services Office (Dinas Penanaman Modal dan Pelayanan Terpadu Satu Pintu) of 
South Sulawesi Province. All informants were informed about the purpose and procedures of the 
study before participation. Participation was voluntary, and informed consent was obtained prior 
to the interviews and audio recording. Confidentiality and anonymity were maintained 
throughout data collection, analysis, and reporting. Formal ethical clearance was not obtained for 
this study.  

 
Figure 1. Research flow for evaluating EMR quality and security in supporting sustainable healthcare 

decision-making 

RESULTS AND DISCUSSIONS 
This study involved nine informants purposively selected based on their involvement and 
experience in the utilization and management of Electronic Medical Records (EMRs). The 
informants consisted of three medical records personnel, four healthcare professionals, and two 
information system/IT personnel from UIT Hospital Makassar and Tk. II Pelamonia Hospital 
Makassar. The involvement of these professional groups provided complementary perspectives on 
data management, EMR utilization in healthcare services, and information security. Data 
saturation was indicated by recurring information and the absence of substantially new findings. 
The analysis proceeded from initial coding of interview statements to categories and six themes: 
information accessibility, data quality, information security, healthcare efficiency, implementation 
constraints, and decision-making. Findings were compared across informant groups and 
supported by observations and document reviews. 

EMR Data Quality 

EMR data quality was evaluated based on four dimensions: completeness, accuracy, 
consistency, and timeliness. The findings indicate that EMR data at both hospitals generally 
supported healthcare delivery, although several aspects still required improvement (Nur Jannah et 
al., 2025). Accuracy was relatively adequate because data were recorded based on examinations 
and healthcare services provided. However, completeness remained dependent on user discipline, 
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while consistency required stronger alignment of information across healthcare units. Timeliness 
was also affected by workload and occasional system disruptions. 

 
Table 1. EMR data quality findings 

Dimension Main Finding Interpretation 

Completeness Essential information was generally recorded, 
but depended on user discipline 

Requires 
monitoring 

Accuracy Data reflected examinations and services 
provided 

Relatively 
adequate 

Consistency Alignment of information across units needs 
improvement 

Integration 
needs 

strengthening 
Timeliness Data entry generally followed service processes 

but was affected by workload and system 
disruptions 

Requires 
improvement 

 
These findings demonstrate that the availability of an electronic system does not 

automatically guarantee high-quality information. Incomplete or delayed documentation may 
reduce the usefulness of information for subsequent healthcare services (Rusdian Ikawati et al., 
2025). The findings suggest that EMR data quality results from the interaction between system 
performance and user documentation practices. Therefore, improving EMR quality requires both 
technological improvement and stronger documentation compliance and workflow management. 
This is consistent with previous studies emphasizing the role of user-related factors in EMR 
effectiveness (Azizah et al., 2025). 

EMR Information Security 
Information security was evaluated through confidentiality, integrity, access control, 

authentication, and data protection. The findings indicate that access restrictions and user 
authentication have been implemented to support patient information protection (Agung & 
Ayuningtyas, 2026). Access rights were adjusted according to user authority, while individual 
accounts supported user identification. However, continuous monitoring of data changes, user 
compliance, backup, recovery, and overall data protection remained necessary. 

 
Table 2. EMR information security findings 

Dimension Main Finding 

Confidentiality Patient information access was restricted 
Integrity Data changes and corrections required 

monitoring 
Access control Access rights were adjusted according to user 

authority 
Authentication Individual accounts were used to access EMRs 
Data protection Backup, protection, and recovery require 

continuous strengthening 

 
The findings demonstrate that EMR security is determined by both technological 

mechanisms and user behavior. Technical safeguards, such as access control and authentication, 
provide an important foundation for protecting electronic patient information. Nevertheless, their 
effectiveness depends on user compliance with security procedures, particularly in maintaining 
account confidentiality and using information according to their authority. This is consistent with 
previous studies emphasizing that security and confidentiality remain essential components of 
EMR implementation (Munawwarah Munawwarah et al., 2026), (Retna & Marisa, 2025). 

Differences among professional groups indicate that security is experienced differently: 
healthcare professionals primarily encounter security as system users, medical records personnel 
through information management, and IT personnel through system protection and access 
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management. This supports the need for an integrated rather than purely technical approach to 
EMR security. 

EMRs and Healthcare Decision-Making 

The findings show that EMRs facilitate access to patient information and the retrieval of 
previous healthcare records. Electronic availability of information reduces dependence on manual 
searches for physical documents and allows healthcare professionals to obtain relevant information 
more efficiently (Iftitah et al., 2026). These benefits contribute to faster information retrieval and 
support continuity of care. However, accessibility alone does not ensure effective decision-making. 
The information available in EMRs must be complete, accurate, consistent, timely, and adequately 
protected to serve as a reliable basis for healthcare services. The research indicates that information 
reliability depends on the quality of EMR documentation, while information security supports the 
continued and trustworthy use of electronic health information (Nuzuhria, 2026). 

These findings suggest that EMR quality and security have complementary roles in 
healthcare decision-making. Data quality determines whether information is sufficiently reliable 
for use, whereas information security ensures that the information remains protected and 
trustworthy. Therefore, improvements in healthcare decision-making through EMRs require more 
than technological adoption; they also require consistent documentation practices, adequate 
system integration, and effective information security management (Rizky & Tiorentap, 2020). 

Integration of Findings and Sustainable Healthcare Decision-Making 

Integration of the themes generated four main findings: EMRs improve information 
accessibility; information reliability depends on data quality; information security requires 
technological safeguards and user compliance; and the integration of quality and security provides 
a foundation for using EMR information in healthcare decision-making(Delvita et al., 2026). 

In this study, sustainable healthcare decision-making refers specifically to the continuous 
use of reliable and protected information to support healthcare services over time. Therefore, the 
findings do not imply that EMRs independently create healthcare sustainability, but that reliable 
and protected EMR information may support healthcare efficiency, continuity of care, and 
informed decision-making. (Meilani et al., 2025) 

Based on these findings, the relationship can be conceptually summarized as follows: 
 

 

 

 

 

 

 
 

Figure 2. Proposed conceptual model of EMR quality and security in supporting sustainable healthcare 
decision-making 
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The novelty of this study lies in integrating EMR data quality and information security 
within a single evaluative perspective and examining them across medical records, healthcare, and 
IT personnel. The model suggests that EMR availability alone is insufficient; data quality and 
security jointly contribute to reliable and protected information, which subsequently supports 
information accessibility, healthcare efficiency, continuity of care, and informed decision-making. 
However, this model is qualitative and conceptual rather than causal and requires further 
validation in broader healthcare settings. 

CONCLUSION 
This study indicates that integrating EMR data quality and information security supports the 
availability of reliable and protected information for healthcare decision-making. Theoretically, this 
study contributes an integrated conceptual perspective in which data quality and information 
security function as complementary foundations linking EMR utilization with information 
reliability, continuity of care, and sustainable healthcare decision-making. Practically, hospitals 
should strengthen documentation compliance, cross-unit data integration, role-based access 
control, user authentication, and backup and recovery procedures. The findings should be 
interpreted considering the limited number of informants (nine) from only two hospitals and the 
reliance on qualitative perceptions. This study did not measure clinical outcomes, conduct security 
penetration testing, or perform quantitative data quality audits. Therefore, further studies should 
validate the proposed conceptual model using larger, multi-site samples and quantitative measures 
of EMR quality, security, and healthcare outcomes. 
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